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6700 

IDENTITY THEFT PREVENION AND DETECTION 

“RED FLAG” RULE COMPLIANCE 

 

It is the policy of the Little Axe School District to comply with all federal and state laws and reporting 

requirements regarding identity theft.  Specifically, this policy outlines how the district will detect, 

identify and respond to “red flags.” A “red flag” as defined by this policy includes a pattern, practice, or 

specific account or record activity that indicates possible identity theft. 

 

It is the policy of this district that the superintendent is assigned the responsibility of implementing and 

maintaining the Red Flag Rule requirements.  The superintendent will be provided sufficient resources 

and authority to fulfill these responsibilities. 

 

All school employees will receive information on the policies and procedures governing compliance with 

the Red Flag Rule.  New employees will receive information on these matters within a reasonable time 

after they have joined the workforce.  Additional information will be provided should any policy or 

procedure related to the Red Flag Rule materially change.  This information will be provided within a 

reasonable time after the policy or procedure materially changes. 

 

PROCEDURES 

 

I. Identify red flags.  In the course of school operations, employees of the district may encounter 

inconsistent or suspicious documents, information, or activity that may signal identity theft.  The 

district identifies the following as potential red flags, and this policy includes procedures 

describing how to detect and respond to these red flags. 

 

 A. A complaint or question from an individual based on the receipt of: 

 

  1. A bill for another individual; or 

  

  2. A bill for a product or service that was never received. 

 

II. Detect red flags.  Employees of the district will be alert for discrepancies in documentation that 

suggest risk of identity theft or fraud.  Staff should be alert for the possibility of identity theft in 

the following situations: 

 

A. The photograph on a driver’s license or other photo ID submitted does not resemble the 

individual. 

 

B. A driver’s license or other identifying information is submitted that appears to be 

altered or forged. 
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C. Information on one (1) form of identification is inconsistent with information on another 

form of identification or with information already in the districts records. 

 

D. An address or telephone number is discovered to be incorrect, non-existent or fictitious. 

 

E. A signature does not match a signature in the district’s records. 

 

F. The Social Security number or other identifying information provided is the same as 

identifying information in the district’s records provided by another individual, or the 

SSN is invalid. 

 

III. Respond to red flag.  If an employee detects fraudulent activity or if a parent or patron claims to 

be a victim of identity theft, the district will respond to and investigate the situation.   If 

potentially fraudulent activity (a red flag) is detected by an employee: 

 

A. The employee should gather all documentation and report the incident to his/her 

immediate supervisor. 

 

 B. The supervisor will determine whether the activity is fraudulent or authentic. 

 

C. If the activity is determined to be fraudulent, then the district will take immediate 

action, to: 

 

  1. cancel the transaction; 

 

  2. notify appropriate law enforcement; 

 

  3. notify the affected party; and 

 

  4. assess impact to the district. 

 

 If an individual claims to be a victim of identity theft, 

 

A. The individual should be encouraged to file a police report for identity theft if he/she 

has not done so already. 

 

B. The individual should be encouraged to complete the ID Theft Affidavit developed by 

the FTC, along with supporting documentation. 

 

C. If following investigation, it appears that the individual has been a victim of identity 

theft; the district will promptly consider what further remedial act/notifications may be 

needed under the circumstances. 
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D. The superintendent will review the affected individual’s records to confirm whether 

documentation was made in a school record.  If inaccuracies due to identity theft exist, a 

notation should be made in the record to indicate identity theft. 

 

E. If following investigation, it does not appear that the patron has been a victim of 

identity theft; the district will take whatever action it deems appropriate. 

 

Reference: Fair and Accurate Credit Transactions Act (FACTA) 2003 (Red Flag Rule) 

 

  15 U.S. C. § 1681 et seq 

  16 C. F. R. § 681.2 et seq 

  72 C. F. R. § 63718 

 

 

THIS POLICY MANDATED BY FEDERAL LAW   

 

 

 

 

 

 

 

 

 

 

 

 

 

 

LITTLE AXE BOARD OF EDUCATION 

JANUARY 9, 2010 


